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Abstract
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This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac-
turer, or support service provider that is in compliance with this Standard will
have a “safe harbor” under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: “a [TSP] shall be
found to be in compliance with the assistance capability requirements under
[CALEA] Section 103, and a manufacturer of telecommunication trans-
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106.”

i Abstract

ards Proposal Ballot+Clean

Stand



TIA/EIA SP-3580+Clean **First Post Ballot Version—Subject to Change**

Document Revision History

Jul 15, 1997

Date Reason for Change

| Initial revision approved for publication.

Standards Proposal Ballot+-Clean

Document Revision History i

© @O N DN s W R e

58898 ERYERRYY

41

BEYERLBRBLBESESSELS N

File: Front1.frm last modified at July 15, 1997 7:06 PM



File: TIABook. TOC iast modified at July 15, 1997 7:08 PM

Jul 15, 1997

**First Post Ballot Version—Subject to Change™* TIA/EIA SP-3580+Clean

Contents

ADSITACE .veveverriereerieireeceistrissssssanssesescessreasassetsessstasassseasssassasssetsasmssesmasessusossetaenssases  semesesessessssescsis i
Document Revision HISTOTY .....ccciiiiieineienrirciiienecncinentnteresnscessstssesesastonssesssssssssssssonsesoss | aesons ii
CONLEIIS ..eeeirrarrirsceiesericssanicerienerstssnessanntsseserasesansesresnaanasestsssastntessomsss saseaesssissessrsnsssos tesessssssaesssses iii
LASEOf TADIES .eevenecrciriieeccninee et seeasse s esseecessstasssnacaessssesinsassassersaccessinnssssosssess sonsmsssserses viii
LASE Of FIGUIES ..ottt tevecenesatsnstasesssosessssastssssnstssissssresssess sesessesssennaes ix
FOTEWOTIA .ottt ettt e s cssestsnensssess eeocsbssseassions xi
INTOAUCHION ..ttt et s e s rens st s s st samsacaesbsaine tnecsstsessiseseen 1
L1 GENETAL ..ottt sttt e csna it srs et e sas b b sas st nssnasnes | sebesessasaes 1
1.2 PUIPOSE ...ociitiisicinenmitneeensstcnitns e s sentstas e snase e sbsasssssasssesnotsasassnessasnsstesstesesnnes ssisessssasas 2
L3 SCOPE cevriecrriecectrniscecntisienesesttccsasicsssieecsesras s ssmstsssesismeassests s st s sassessssbacnnstes | sussersseenens 2
L4 OrganIZAtON ..ottt cacvcissssissness o srs b ssssbsbenssasbens e sstens | sasbessens 2
RETEIENCES ...ceeeeecrce ettt et ste st s sa st s e e sesnaeasacotesnessnsanisnenrss | sesmesesssessnitise 3
Definitions and ACTONYINS .........ccccvciecrreuirierreereirierieaansseesassosiaesasesressesssesossasssassrssonesssosenase sesssssss 4
Stage 1 Description: USer PEISPECIVE .......c.ccecviiimececeereinscniaeareeacsnaseetssnsssenecssssessassscsessssmsses .13
G.1 OVEIVIBW ..ottt esrnscas s sassesse s sasssassssesenssstecateansosanssesessnssnnesssessssasionnns | cesssaens 13
4.2 INIOAUCHION ....oorriiriiceceneeetraeretetcrnnesseatesnsesssnesseossassssmssssensssssssessssonsssessasasssssmmsorne  sassesecs 13
42,1 ASSUINPHONS ....cccovevnireniarseaserrosararesmsssssssssesassssnsensssssssssssonatssscssssstssmsnsssncass 13
422  General Background ....... st et st nt sttt b s A e bRt s se e et seseanie s 14
423  Call Content Channels and Call Data Channels ..........cccccemnecemmmvencrmssnsenconnnne 15
43  Non-Call Associated Information Surveillance Service Description—Serving System IAP
17

4.4  Call Associated Information Surveillance Service Description—Call-Identifying Informa-
tion IAP 17

4.5  Content Surveillance Service DeSCIPHON .....cc..coecrcrririveeesireererecsesnnscssensaseesssassssesesssees 18
4.5.1  CITCUILIAP . eeeetetteteeeetsess v nrsvisseavessste e st e ssasssansassenses s sennsnsonsons 19
4.52  Packet Data IAP ...ttt ccer st see b e st srens 22
4.6 RESIICHONS ...ovveceruriirrerieereiensesieierrssesensstetesssssesmesersessassrassssesnsssosssessessssessossatisessesre  sisseesess 26
4.6.1  Lack of CDC and CCC SynchronizZation ..........c.cceecevrueeirsemsesesccareosscrinsnmecsesees 26
4.6.2  CDC CONGESLION .....coceceirerceiiiceracaevacerssirenecsistamseesemsesesssesessocasisessnsnsacaescsstasas
4.6.3 CCC Exhaustion .....
4,64  CCOC CONGESLON ..orvemrerrenreerecesirensssereesesessasssissessnssssessassetasssamsssesssessscsasssnsacasn
Stage 2 Description: NetWork PEISPECHIVE ...c.coiumiiiiririeinieersienercesteesrassessiseetecssnsesescsssssssees
5.1 INIPOQUCHION ...o.ovrurnieiecnierereieiareeenseiseeese e stsasseesseerasestesesessenssrasessssesssnonsasessassssasersrne
52  Stage 2 MethodOlOZY ......c.cccuimrieniienenictee st e ensae e ssssss st esssssssotsssesnssasnasssass
5.3  Network Reference MOGEL .........cccocimiiiveccioiniernrstenisceseenessesesessssaemassssssssmensesessssemssssens
5.3.1 FUnCtional BNGHES ........c.cocceeeeierieieieeeieeresesrsse e eessenesevesesssesnsersssessesensasessses
53.1.1 Access FUNCHON (AF) ..c..viceeiieeeccecrirretrirencseeteerassesesssrssesseenas
53.12 Delivery FUnction (DF) .......cccccovomvevcrriemncceseesssesssessressseseseanes
5.3.13 Collection Function (CF)
53.14 Service Provider Administration Function (SPAF) ......ccocvvvenveceenee 30
5.3.15 Law Enforcement Administration Function (LEAF) ...........ccceeenu.e. 30
5.3.2  Interface Reference Points ....... terreeuesnateseetartbenateteetereebaearenaasestan 30

iii Contents

Standards Proposal Ballot+Clean



TIAJEIA SP-3580+Clean **First Post Ballot Version—Subject to Change** Jul 15, 1997

53.2.1 Reference Point a
5322 Reference Point b
5.3.2.3 Reference Point ¢
5.3.24 Reference Point d
5325 Reference Point e

54  Message DESCIIPHOMS ....cocvirireeiisimsinniressssinensensisirsesessssstscscssmasssssessonssssssassssassssssnesasssnes
@ SAL ADSWET ceiiereciiree ittt et ses s et ast b s bsbesa b e st srenssents et ben
542 CCCIOSE ..coverriersereeireestnriessessoneamseestsanasssasesstssnsenestasotsasststsnsassessesesssaaseessrsasen
@ 543 CCOpen
544  Change
@ 545  OFIZINALON «....ooveeerririaereoireriieeressiesessesinisssseeessarssssssssrssasasassessassnssssssenssssencasns
—-4 546  PacketEnvelope
@ 547 REAITECHON w.evrvererssessrerss s s s sse s ases st s sse st
548  REIBASE ..ocveeveecriinreeceiicec st csste e e bbb bbb s e
Elj}: 5.4.9  ServingSystem
54.10 TerminatiONAMEMPL ......ocooceeinrccrncsinreeresisimeesessssrasasesssrsssesesessssirassssecsssone
@ 6  Stage 3 Description: Implementation PELSPECHIVE ......cccocurmeerimiummsceerimsannirieossesmaneessestarnsesersenns 42
6.1  ProtoCol DEfINItON .....c.c.eceeccerinereeeereriierisescmnesreessrrcaceetstanmeessse e nsssesonsss semoesesssssnsoesencs e 42
— 6.2 CDC PrOtOCOl DEFRIION w.vvvrorseversveosevserrssesesssnesssssssssssssessss s ssssssssesssosesroes 4 2
6.2.1 = CDC Underlying Data Transmission
@ 6.2.2  CDC Parameter Encoding Objectives ....
6.2.3  CDC Syntax Definitions .........cccoccouvuevrivmeecann
0o ! 6.3  CDC Message Definitions ..........c.cooevrerirrecenrereosiemiecrcrctinnmseeeessensssesersassnmssscssssssanssecssaen
6.3.1  ADSWET MESSAZE ..ottt sisir s as e nes st a s e en e ee
— 6.3.2 CCClose Message ..........
@ 6.3.3  CCOpen Message .............
6.3.4  Change Message ................
@ 6.3.5  Origination Message
@ 6.3.6  PacketEnvelope Message ..........
6.3.7  Redirection Message ..............
ﬁ Oz_\ 6.3.8  ReleaSe MESSAZE .cccoveuerieiiriieerrinreeerrie e messen it aressse st s sas et b obanstssentane
‘ 6.3.9  ServingSystem MESSAZE .......ccooveeeetrrmeninirieeneiiriseieneensreseseseeasassseesmsanssssasecsnns
@ 6.3.10 TerminationAttempt Message
& 6.4 CDC Parameter DefiNIONS .......cccovereiimrrecnmieirieeesirrnceccenienneeeessisassseseseessasnssssescassesssscseans
‘ 6.4.1  BEArErCAPADIHLY ...ocvvevvveeeeeeoseseessessroeesssssssessesssssmesesssssssseesssssssssmmssssssssesssossoneses
QL 6.4.2  Callldentity
6.43  Caseldentity
m 6.44  CCCldentity
vp) 685 TAPSYSIEMIAENLY ¢.ooorroeeesroee oo seeees s eeesseess s eressesesereeeseeere s
@ 6.4.6  LLOCALON ...ceeuiteecusiierieeinen et em et asse s seneas s eassssstncesaeses b sansansssetres
6.4.7  Partyldentity
— 4.8 PDUTYPE weoccoreeseesrsserseesrsssessessees e s sesssesteeseeseesereseesmeesessee s
@ 6.4.9  RedirectedFromINfOrMAation .........cceeoreviererncsrinsecsiniressssssvesssessessesnsssssessnses 52
6.4.10 TimeStamp ........ccccorrreerererereerrennes
E O 3 6.4.11 TransitCarrierldentity
6.5  CCCProtocols .......cieernnceireencirirencinnniesisesassiessesssecssranens
@ 6.5.1  CCC Encoding for Circuit-Mode SEIVICES ..........ccormmcvirrmsireseirmismscorssssansaisns 54
@ 6.5.2 CCC Encoding for Packet-Mode ServiCes .........coomiimmererennssseseessresnseressanns 54
6.6 LAESP Compatibility GUAdELINES ......cccoevreurerericeerirneencicesnenee s tssenessssassenesssessassessesesns
o= 6.6.1  Guidelines For Forward Compatibility ..........coecrvecereerireserseseenesressssensseesnnnas
@@ 6.62  Guidelines For Backward Compatibility
6.6.2.1 EXiStNE MESSAZES ....ccovvirrmtnrcniiirninsasncistsrarsssssencasssssessseanessecesssaen

Contents

© ® N D AW N -

File: TIABook. TOC {ast modified at July 15, 1997 7:08 PM



Fite: TIABook.TOC last modified at July 15, 1997 7:08 PM

w0 @ NN e W N =

Jul 15, 1997

**First Post Ballot Version—Subject to Change*” TIA/EIA SP-3580+Clean

6.6.2.2  Parameters in EXisting MeSSages .......coeccvrereccrriemcieiieniniececcsnseennae 55
6.6.2.3  NeWw MESSAZES ....cvercerinircsscieiisnce it sresssassssssss s sssssasssesean
6.6.2.4 New Parameters ........ccocoeecvereruennne

6.6.2.5 New Parameter Fields
6.6.2.6 New Parameter Values

Annex ADeployment EXamPpIEs ..........cocccovieucrinmniiiinnsie et siesessstissssss s ssssessensssnnesesssnasses

A.1 Possible Network Deployment of IAPS ...ttt

A.2  Access and Delivery Function Equipment Configuration ...

A3 Implementation of the d-iNterface ..........coccvrvcrrriemisirnienin s sreaens

A4 Implementation of the e-INtEIface .......cccoovemriinicccniiiinrrnc ettt sreaine

A.5 Possible CDC Protocol Stacks

A6 Possible CCC Protocol Stacks

Annex BCCC DelVErY MEthOUS ........ccoeevoveueeereeeiisiersesscrvcsenscesssssnssasssnssssstssnasassisesssasssassassanses

Bil  OVEIVIEW coiriiiiiicicinenstcntencs ettt stess s tmsses st b sssnatsssansbossasasstasshonsansbessas

B.2 Dedicated Circuit CCC DEVETY ....ccocoieviimiiciinincrcccnitninesciins s sersnsssessasssvsss s sanasans
B.2.1  Obtain Network Address of Destination
B.2.2  Setup CCC to Destination ........ccccceeeeriveneces
B.2.3  Destination Acceptance or Refusal of a CCC ... 73
B.24  CCC Continuity VerifiCation ........c.ccocccmmemcsmismsmensissnisssssrssnsssssssssisnsssssesssssssssass 74
B.2.5  Associate Intercept Subject and Call Identity to the CCC ........ocoveiinvcccciiircnnee 74
B.2.6 Call Content Transfer
B.2.7 Early CCC Release by the DesStination .........c.ccccuriesiiiercsirmsennessesesceresceenmssesesnsns 74
B.2.8  Disassociate COC ...ttt nesecesirsisssasestssesssresesasssomssssensassinssosens 75
B.2.9 Normal CCC Release by the SOUICE. ......cocovvivrmmrcevectrisensirmiesnannrsessesemsuesssensensesens 75

B.3  Trunk Group CCC DElVELY .......ccccmmmneimmiceerisnicniinnsscsiseccsisessscsssessscscreessansssssssnsos 76
B.3.1  Obtain Network Address of DESHNAUON .........cocveeecmrmieecsriiereseennensnsacnseessisnsassane 77
B.3.2  Setup CCC t0 DESHNALON ..ccccrivvecirerecncernmncessiiecsaesesesestsasasestnsenssesessessseacssssones 77
B.3.3  Destination Acceptance or Refusal of a CCC ;-
B.3.4  CCC Continuity VertfiCation .......occocvceciinucveciiiiiincnsinssisnaeeseecisiecsiseenseseresssiess 81
B.3.5  Associate Intercept Subject and Call Identity to the CCC .........coervrvvrviininrnencs 81
B.3.6  Call Content TranSfer .......ocoveecrmeiecernceinnneecrirtrereecnnestssssesessseseessnesenssesssanes
B.3.7  Early CCC Release by the Destination ..........ccceceeremveeeeriemeeeieseceiereseeseessssssesenns
B.3.8 Disassociate CCC
B.3.9 Normal CCC Release by the SOUICE ....cc.ccoiececiiiiiieeciiicniine et cecescsssensasee

B.4  Static Directory Number CCC DEliVETY .....ccocvureveeerirmeseciainesaensseeeresessnecssinessensssensscesens
B.4.1  Obtain Network Address of DestNation ........cccirererreeercrnenrcsssscscsnesceasesssraseenes
B.4.2  Setup CCC t0 DESHNAOMN ...ceecrirreeerirereesieeeiresisstnineaenscasenetstosmsaensinesesesomsaessensssnns
B.4.3  Destination Acceptance or Refusal of a CCC ......oiiiniivciiiimncinccnisiieins
B.4.4 CCC Continuity VerifiCation .......c.ccecovvceurrinevereccrerniinsecsssssconmnnisscsesensssssensssssesesnas
B.4.5  Associate Intercept Subject and Call Identity to the CCC
B.4.6  Call Content TranSfer .........oco.cvneeecirmncnnenisnesceereirisessseesessessasssscsssecsssnnissassennas
B.4.7  Early CCC Release by the Destination. ..........cccceurreiveverieresecinnesescsinrersnsensensessens 86
B.4.8  Disassociate COC ...t crccressensisesssesecssssesstsessserssssssnsssssenessrensssns 87
B.4.9 Normal CCC Release by the SOUICE ....cc.cieveinerieneninneraccsimensessesseserasscssassersens 87

B.5  Packet Data CCC DElIVETY ....ooocimeeeiciiirecrsieecactrnncsiitenrnsenesesensssstssnaneaesstesecsssessesessssons 87
B.5.1  Obtain Network Address of Destination ..........c.oceceueeceerrisesrnrerensecsssensssesseasssennens 88
B.5.2  Setup CCC to Destination
B.5.3  Destination Acceptance or Refusal of a CCC .....ocoeoeiccimimmrnicenirecereccnrescsssinenns 88
B.5.4 CCC Continuity VErHfiCation ......cccccecirivcerineecercriineesirseesenesssssnaseerasssesssesessons 88
B.5.5  Associate Intercept Subject and Call Identity to the CCC vereeee 89
B.5.6  Call Content TLANSIEL ......ccccoviiireirenccerreninesieescsiesiaeesesenessesressras s senrseassastserens 89

v Contents

Standards Proposal Ballot+Clean



TIA/EIA SP-3580+Clean **First Post Ballot Version—Subject to Change** Jul 15, 1997

B.5.7 Early CCC Release by the DeStination ...........cc.ccouiiimeccrirasmrcsinessmsesancsssissssnnoies 89
B.5.8  Disassociate CCC .....ccoommmnccirrencennnns
B.5.9  Normal CCC Release by the Source

B.6  Delivery Bearer SEIVICE .....ccoviimimeemiiracninirisseisiescssescsstsnmaesssssseseessasasssassonsesssassossssacas
B.7  Separated CONENt DELIVEIY ...c.c.voevirirmiecariinirinseirariensreiosossssmsessensrsssisssasesssnsssssssossessseneas

B.8 Combined Content DEHVETY ......cccceiveurecirimniniiieeceiren st eesssiessss e sassssssesesscsns

B.9 Delivery of Signaling for the Intercepted Call .......cccoeceirnccemnnirnnccrmeirrseniesenecns 91
B.10 Call Content Delivery DEIaY ........cociieeirrinirectcrernicenesericsnsienssssessssesscoscsrassmsasssesesenses 91
B.11 Call Content DIStriDUION ....ccocceuimerriiiiieirircentrtniecrercsrneseee e semssessnasesssresssesencssssns .92
B.12 DTMEF C-Tone Signaling ProCEAUIES .......c.ecceererererermeucsrmsieuniceriessssesseesesnisssesisassessesasaeses 92

Annex CCDC Delivery Methods ........ccivconenniiicnieimseneiiecteeissersensacssssssssssscscscssossssssnncsrs ssuss 94
C.1 Dedicated Data Circuit CDC DeLVETY .......cccceiuiveiemrccmicsnicenimsescsisessccssmsestnesescsssassesssas 94
C.2  Dedicated Data Link CDC Delivery
C.3  Call Data DistribULION .occcoonciiiicrcirccciniceereens et sesessesesssssesessnesessos seseseas

Annex DInformation ACCESS SCENATIOS .....ccueuecriuereriiiarrerercenrecsecencesrsssemsessrssoscssesmscsesssssssasscnssssscnss ... 96
D.1  Simple Abandoned Call AHEMPL ..ottt et 100
D.2 Partial Dial Abandon
D.3  Pre-Answer Abandon
D4 Simple Outgoing Call
D.5 Re-Origination .................
D.6 Simple Incoming Call
D.7 Call Waiting and ReCall ........ccccoouimreriireccccenccine et esseseceessemse s s s sene 5
D.8 Call Waiting with Talking Party Disconnect
D9 Call Held and REtEVEd .........ooceeiururriicereerctnrccnnnereseeecsansessseseiessssssnst st sessssssssencs 8
D.10 Three-Way Calling, Plus Call Turned Away
D.11 Call Forwarding—No Answer on a Single SYStEm ......cccovveeciiirvcecrinrererssseersuersenneeensans 111
D.12 Cali Forwarding—No Answer on Different SYStems ......c.c.coececeeececcnimcccrnirsarerrossccesen 112
D.13 Two Bearer Channels, Plus Call Transfer ... inneeseriaseenne 113
D.14 Outgoing Call, Plus Three-Way CalliNg ........cc.coevurmuerereerernrmnnesssesesssrseesoresssssessnncens 114
D.15 SPeed Calling ....coceceeeiereeceererseec et sasesses v s s emsassaesaraee s rassassnsreessesanseces
D.16 Muitiple Translations on Single System
D.17 Multiple Call SCENATIO ......c.oermeiieiiririisirieserecnannerrrasst e srsesssssssssessassssesssessessssmsanssns
D.18 Simple Call Delivery to a Mobile Station ..........ccocuveoiminnirenencesnirensineseesieenescsnesnesises 118
D.19 Password Call Acceptance and Flexible Alerting ........oc.ooooerrieccirereceniannceneccnnanne 120
D.20 Password Call Acceptance and Call FOrwarding .......c.coevmnorecnnecvenesmsicnennesenenneecoes 121
D.21 Completed Call To Busy SubSCHDEr .....cccevvvireeiire e aeees 122
D.22 Dialed Feature Code DIZItS ..c...cccouveiirimineniiirieeeresimneiesesseesniesesesisssssesesesensssssssassnsssnssens 122
D.23 Call Release 10 PIVOL ..ot stssssessssess s ssnssassassnssesenes . 124
D.24 Intrasystem Handoff .
D.25 Handoff to a Third System without Path MinimiZation ...........cccceceveeenrcrvesesccesnesioreseneenn 126
D.26 IN-Call MOGIfICAION ...evcucecriiceriiiiirrecncrsienecsesecisessessssecsasessssssessesenssanssesessnmsassrieses .. 128
D.27 Connected Party MOdifiCation ............cccoeeeeioievicecrnioresssinsiee s essessstsesssssesesssssssessnssens 128

Annex EOptonal MESSAZES .........uuevuuiircrrisncueiriecereraresenrerenssaarseessseasssssssssssesrssssssssasrsersassse | sasesens 129
El  ConnectionTest MESSALE ........cocceenrriirermmreriiiemsessressssssssesessrssastessssssssesnsesassassssesnssesasaes 129

Standards Proposal Ballot+Clean

Contents vi

W O NN AW N -

L A

59

File: TIABook. TOC last modified at July 15, 1997 7:08 PM



File: TIABook.TOC tast modified at July 15, 1997 7:08 PM

O ® N U AW N =

Jul 15, 1997

**First Post Ballot Version—Subject to Change™*

vii

TIA/EIA SP-3580+Clean

Contents

Standards Proposal Ballot+Clean



t=Clean

0

Proposal Ball

©

(

Standarrd

TIA/EIA SP-3580+Clean

**First Post Ballot Version—Subject to Change*” Jul 15, 1997

List of Tables

Table 1,

Table 2:

Table 3:

Table 4:

Table 5:

Table 6:

Table 7:

Table 8:

Table 9:

Table 10:
Table 11:
Table 12:
Table 13:
Table 14:
Table 15:
Table 16:
Table 17:
Table 18:
Table 19:
Table 20:
Table 21:
Table 22;
Table 23:
Table 24:
Table 25:
Table 26:
Table 27
Table 28:
Table 29:
Table 30:
Table 31:
Table 32:
Table 33:
7able 34:
Table 35:
Table 36:
Table 37:
Table 38:
Table 39:
Table 40:
Table 41:
Table 42:

List of Tables

Answer Message Parameters ............... .. i 32
CCClose Message Parameters ........ e e e 33
CCOpen Message Parameters ...............cooiiiiiiiiiiiinieneaannn, 34
Change Message Parameters ........... ... iiinnun., 35
Origination Message Parameters . ............cooviiiiiniiie i nenna, 36
PacketEnvelope Message Parameters ............... ..., 37
Redirection Message Parameters . . . .......couuuinieeniienuneetnnnnnaennnn. 38
Release Message Parameters . ... i 39
ServingSystem Message Parameters ................... ... oo, 40
TerminationAttempt Message Parameters ...................ccoiieio.... 41
TAP Primary LOCatIONS . ... .vvcntt ettt ee it et e aeiiiaiaanenenenaenens 57
Simple Switch Connections . . ... ........ ottt i 97
Simple Abandoned Call Attempt Scenario .............c.coiviviiinien..n.. 100
Partial Dial Abandon Scenario ............ ..o i it 100
Pre-Answer Abandon Scenario .............. . . i 101
Simple Outgoing Call Scenario .......... ..ot iiiiiiaiaenn. 102
Alternate Steps forenblocSending .......... ... ... ... .ol 102
Re-origination Call Scenario ............ ..ottt 103
Alternate Re-origination Call Scenario Steps . .......... ... .. .coiiiien. 104
Simple Incoming Call Scenario ..o, 104
Call Waiting with Recall Scenario .............. ... i iiiiiineeiaaan. 105
Call Waiting with Talking Party Disconnect Scenario ....................... 107
Cali Held and Retrieved Scenario ............cceruiieeeeeeneenrouennannn. 108
Three-Way Calling, Plus Call Turned Away Scenario ....................... 109
Call Forwarding—No Answer on a Single System Scenario .................. 111
Call Forwarding—No Answer on Different Systems Scenario ................ 112
Two Bearer Channels, Plus Call Transfer Scenario ......................... 113
Outgoing Call, Plus Three-Way Calling Scenario .......................... 114
Speed Calling Scenario ......... ... ... it 115
Multiple Translations on a Single System Scenario ......................... 116
Multiple Call Scenario . . ... .covritttii it e et 117
Simple Call Delivery Scenario ............... 00ttt iiaiinnaien. 118
Password Call Acceptance and Flexible Alerting Scenario ................... 120
Password Call Acceptance and Call Forwarding Scenario .................... 121
Completed Call To Busy Subscriber ......... ... i, 122
Dialed Feature Code Digits Scenario .............. .. ciiiiiiiianinan... 123
CallRelease to Pivot Scenario ............ ... coiiiiiiiiiiiiiiianinnn. 124
Intrasystemn Handoff Scenario ............. .. .. i i 125
Handoff to a Third System without Path Minimization Scenario ............... 126
In-Call Modification Scenario . ....... ... ... i 128
Connected Party Modification Scenario ............... ... iiiiiiai.. 128
ConnectionTest Message Parameters ........... ... . .cciiiiiii i, 129
viii

W W NN e W N =

-
- o

12

27

5388882 BRL2EBY

41

File: TIABook.LOT last modified at July 15, 1997 7:08 PM



File: TIABook.LOF Jast modified at July 15, 1997 7:08 PM

Jul 15, 1997

**First Post Ballot Version—Subject to Change** TIA/EIA SP-3580+Clean

List of Figures

Figure 1:

Figure 2:

Figure 3:

Figure 4:

Figure 5;

Figure 6.

Figure 7:

Figure 8:

Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21.
Figure 22:
Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:

Electronic Surveillance Model .......... ... ... o i 14
Call Content Channels and Call DataChannels ........................ .. ... 16
Circuit IAP for a Two-Way Communication ...................coiiiivunne. 19
Circuit IAP for a Multi-Party Communication . .. ......... ..., 20
Circuit IAP foranIncoming Call ........ .. ... i 21
Circuit IAP foraRedirected Call ....... ... ... i 22
Packet Data JIAP to a Separated CCC (appropriate to all data services)............ 23
Packet Data IAP to a Combined CCC (connectionless data servicesonly) ......... 24
Packet Data IAP to a CDC (for selected packettypes).................vnne. 25
Network Reference Model ........ ... ... .. i i, 28
Land Line JAPS . .. ..o 57
Mobile Intercept Subject’s Home System IAPs . ............................. 58
Mobile Intercept Subject’s Serving SystemIAPs.................... ... ... ... 58
Mobile Intercept Subject’s Redirecting SystemIAPs.......................... 59
External Delivery Function. .............ooi it iiiineenen., 59
Integrated Delivery Function with a Non-Distinct Administration Interface........ 60
Integrated Delivery Function with a Distinct Administration Interface............ 60
Mobile Telephone Systems with TwWo TSPs. . ......... ... i, 61
Independently Administered External Pivoted Delivery ....................... 62
Bridged ACCESS .. ... oun e e 63
Looped ACCESS .. ...\ttt e 64
Possible Transmission Schemes for the e-Interface ........................... 65
Possible CDC Protocol Stacks ..........cooiiiiiniiiii i 66
Possible Circuit-Mode CCC Protocol Stacks ............ ... ... iiiiua.. 68
Possible Packet-Mode CCC Protocol Stacks ....... ..., 69
Dedicated Circuit CCCDelivery. . .....coii i eiiiiiieiiiiiannnns 72
Setup CCC Using Dedicated Circuits . .. ... iiiii .. 73
Associate CCC Using Dedicated Circuits. . .............covii i iennann.. 74
Transfer Call Content Using Dedicated Circuits. .. ........................... 75
Disassociate CCC Using Dedicated Circuits ...............ccoiviirnnnnnn. 75
Dedicated Circuit CCCRelease ..ottt iinn 76
Trunk Group CCCDelivery ... ..ot i e i 77
Setup CCCs Using a Trunk froma Trunk Group ... .. .....ccoiiienieainnns, 78
Acceptance of CCCs Using a Trunk of a Trunk Group ........................ 78
DF Timed Refusal of a CCC Using a Trunk of a Trunk Group .................. 79
CF Timed Refusal of a CCC Using a Trunk of a Trunk Group .................. 79
DF Refusal of a CCC Using a Trunk of a Trunk Group . ... .........ooiven..e, 80
CF Refusal of a CCC Using a Trunk of a Trunk Group . ....................... 80
CCC Continuity TeSt. . . . o o oot e ettt ettt e et e ae e ieeereens 81
Transfer Delayed Call Content Using a Trunk in a Trunk Group................. 82
Early Release of CCC Using a Trunk ina Trunk Group ....................... 83
Release CCC Using a Trunkina Trunk Group ..........coviiininnnn.n.. 83
Static Directory Number CCCDelivery .. .....ccoviiininin it 84
Setup Trunk to Destination .. . ... .ottt iiiiiii e iieaannns 86
Packet Data CCC Delivery ... ...ttt i 88
Separated Content Delivery ...ttt 90
Combined Content Delivery .. ... iiiiiiiiiiiiiiiiiieiienanns 90
Call Content Distribution . .......... ... ot 92
Pivoted Delivery with Distribution. . ... ........ ... ... ... i, 92
Digit to DTMF Tone Mapping . ........cvutntinri i it eaannns 93

iX List of Figures

Standards Proposal Ballot+Cleamn



standards Proposal Ballot+Cleamn

TIAJEIA SP-3580+Clean

Figure §1:
Figure 52:
Figure 53:
Figure 54

List of Figures

**First Post Ballot Version—Subject to Change** Jui 15, 1997
DTMF C-tone Signaling. ........ ... ... . o i 93
Dedicated Data Circuit CDC Delivery. ...t 94
Dedicated Data Link CDC Delivery. ... 95
Switch Connection Diagram Conventions . . .............ovviiiiiiniinn... 97

© ® NPV AW RN -

36

File: TIABook.LOF last modified at July 15, 1997 7:08 PM



File: Front2 fem last modified at July 15, 1997 7.06 PM

Jul 15, 1997

Foreword

**First Post Ballot Version—Subject to Change** TIA/EIA SP-3580+Clean

This foreword is not part of this Standard.

The specification of interface compatibility requirements between telecom-
munication service providers (TSPs) and law enforcement agencies (LEASs)
was initiated under the auspices of the ANSI accredited Telecommunications
Industry Association Committee TR-45.

This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac-
turer, or support service provider that is in compliance with this Standard will
have a “safe harbor” under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: “a [TSP] shall be
found to be in compliance with the assistance capability requirements under
[CALEA] Section 103, and a manufacturer of telecommunication trans-
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106.”

There are five annexes in this Standard. All annexes are informative and are
not considered part of this Standard.

Xi Foreword
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1.1

General

This Standard defines the interfaces between a telecommunication service
provider (TSP) and a Law Enforcement Agency (LEA) to assist the LEA in
conducting lawfully authorized electronic surveillance. A TSP, manufac-
turer, or support service provider that is in compliance with this Standard will
have a “safe harbor” under Section 107 of the Communications Assistance
for Law Enforcement Act (CALEA), Public Law 103-414: “a [TSP] shall be
found to be in compliance with the assistance capability requirements under
[CALEA] Section 103, and a manufacturer of telecommunication trans-
mission or switching equipment or a provider of telecommunication support
services shall be found in compliance with [CALEA] Section 106.”

As used in this Standard, electronic surveillance refers to the interception and
monitoring of communications (i.e., call content), call-identifying infor-
mation, or both for a particular telecommunication subscriber as lawfully
authorized. In this Standard intercept subject or more simply a subject is a
telecommunication service subscriber whose communications, call-identi-
fying information, or both have been authorized by a court to be intercepted
and delivered to an LEA. The identification of the subject is limited to identi-
fiers used to access the particular equipment, facility, or communication
service (e.g., network address, terminal identity, subscription identity).

As a precondition for a TSP’s assistance with Lawfully Authorized Electronic
Surveillance (LAES), an LEA must serve a TSP with the necessary legal
authorization identifying the intercept subject, the communications and infor-
mation to be accessed, and service areas where the communications and
information can be accessed. Once this authorization is obtained, the TSP
shall perform the access and delivery for transmission to the government’s
procured equipment, facilities, or services.

LEAs recognize that in many instances the telecommunication services
subscribed to by certain intercept subjects may permit a TSP to access and
deliver communications and call-identifying information without the TSP
having to modify its networks or systems. In these instances, the TSP may be
fully compliant with the assistance capability reguirements set forth in
CALEA. For example, a TSP could effect a central office- or local loop-based
interception using conventional methods of access and delivery and fully
meet an LEA’s electronic surveillance needs.

1 1 Introduction
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1.3 Scope

The purpose of this Standard is to facilitate a TSP’s compliance with the
assistance capability requirements defined in Section 103 of CALEA. This
Standard defines services and features to support LAES and the interfaces to
deliver intercepted communications and call-identifying information to an
LEA when authorized. This Standard also defines a protocol for delivering
specific information elements to LEAs. Compliance with this Standard
satisfies the “safe harbor” provisions of Section 107 of CALEA and helps
ensure efficient and industry-wide implementation of the assistance
capability requirements.

1.4  Organization

The scope of this Standard is to define the services to support LAES and the
interface between a TSP and an LEA.

standards Proposal Ballot+Clean

1 Introduction

Section 2 “References” is a list of references used in the preparation of this
Standard.

Section 3 “Definitions and Acronyms” defines words and acronyms that are
used in this Standard.

Section 4 “Stage | Description: User Perspective” defines the LAES services
from the user point of view. The user in this case is the LEA.

Section 5 “Stage 2 Description: Network Perspective” defines the network
entities and information flows to implement LAES services from a network
point of view.

Section 6 “Stage 3 Description: Implementation Perspective” defines the
messages and information elements to implement LAES services from an
implementation point of view.
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3 Definitions and Acronyms

abandoned: a call attempt that is released by the originating party before
it is answered.

access: the technical capability to interface with a communications facil-
ity, such as a communications line or switch, so that intercepted call-
identifying information and call content can be delivered to an LEA.

AF: Access Function.

agent: a network-based service or device that acts on behalf of a sub-
scriber to send or receive communications (e.g., an interactive screening
service, a reminder service, a delayed transmission service).

AMPS: Advanced Mobile Phone System, one of several wireless access
methods.

ANSI: American National Standards Institute.

answering party: the party answering a call. This party may be different
from the called party (e.g., a called number may alert a number of sta-
tions and the answering party may be any one of the alerting stations).

ASN.1: Abstract Syntax Notation One.

associate: a telecommunication user whose equipment, facilities, or ser-
vices are communicating with a subject.

ATM: Asynchronous Transfer Mode.
B-channel: a 56- or 64-kbps ISDN Bearer channel.
BER: Basic Encoding Rules.

BRI: ISDN Basic Rate Interface consisting of two 64-kbps B-channels
and one 16-kbps D-channel.

CALEA: Communications Assistance for Law Enforcement Act.

call: a sequence of events beginning with an initial connection or facility
request and ending with the final release of all facilities used. A call may
have one or more legs.

call appearance: an instance of a possible call with direct subscriber
control. A party with three call appearances may be involved in and con-
trol three calls simultaneously. Some services, such as call forwarding,
do not consume call appearances, because the subscriber cannot directly
control the call,

call content see content.

call content channel (CCC): the logical link between the device per-
forming an electronic surveillance access function and the LEA that pri-
marily carries the call content passed between an intercept subject and
one or more associates.

call data channel (CDC): the logical link between the device perform-
ing an electronic surveillance access function and the LEA that prima-
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rily carries call-identifying information.

call deflection: allows the called party to interactively refuse an incom-
ing call and send that call to another directory number, to voice mail, or
to an announcement.

call delivery redirects an incoming call to a mobile subscriber.

call diversion: is similar to call forwarding, except that the condition

may be more complex and dynamic (e.g., its routing decisions may be
based upon calling party number, calling party entry of a valid pass-
word, time-of-day, day-of-week, day-of-year, calling party location,
etc.).

call forwarding: is any of several features that redirect a call to another
directory number (or voice mail), if a certain condition is met.

call-identifying information: defined in CALEA Section 102 (2) to be
“dialing or signaling information that identifies the origin, direction,
destination, or termination of each communication generated or re-
ceived by a subscriber by means of any equipment, facility, or service
of a [TSP].” As interpreted by this Standard: destination is the number
of the party to which a call is being made (e.g., called party); direction
is the number to which a call is re-directed or the number from which it
came, either incoming or outgoing (e.g., redirected-to party or redirect-
ed-from party); origin is the number of the party initiating a call (e.g.,
calling party); and termination is the number of the party ultimately re-
ceiving a call (e.g., answering party).

call transfer: allows a controlling subscriber to connect two other par-
ties and then the controiling subscriber leaves the call.

called party: the destination party of a call.
calling party: the originating party of a call.
CCC: call content channel.

CCT: Composite CDMA/TDMA, one of several wireless access meth-
ods.

CDMA: Code Division Multiple Access, one of several wireless access
methods.

CDC: call data channel.

cell: in a wireless system, the sub-area to which a set of radio resources
is allocated.

CF: Collection Function.
channel: an independent path for communicating between two points.
CIAP: Circuit Intercept Access Point.

circuit: a switchable bi-directional path between two locations. A circuit
may be all or part of a channel. On an end-to-end circuit, separate phys-
ical facilities may be used for each segment of the circuit.

circuit-mode: a communication using bi-directional paths switched or

5 3 Definitions and Acronyms
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connected when the communication is established. The entire commu-
nication uses the same path.

Commission: defined in CALEA Section 102 (3) to be “the Federal
Communication Commission.”

communication: in this Standard, communication refers to any wire or
electronic communication, as defined in 18 USC 2510.

communication intercept: see intercept.
complete: a call attempt that is answered.

connection: a relationship between two or more parties of a call to allow
communication between them.

content: defined in 18 USC 2510 (8) to be “when used with respect to
any wire or electronic communications, includes any information con-
cerning the substance, purport, or meaning of that communication.”

controlling party: the party invoking a feature.
CSU: Channel Service Unit.
cut-through, full: compietion of a connection in both directions.

cut-through, partial: completion of a connection in one direction, usu-
ally to allow the calling party to monitor call progress tones from the
called end.

D-channel: a 16- or 64-kbps ISDN channel carrying control and signal-
ing information and, optionally, packetized information and telemetry.

DC: direct current; a signaling method for representing the switchhook
state of an instrument to the other end of a call using voltage or current
on metallic interfaces or the “A” signaling bit on a DS-0 interface.

destination: see call-identifying information.
DF: Delivery Function.
direction: see call-identifying information.

disconnect: a request from one of the parties of the call to release all or
part of a connection.

DSU: Data Service Unit.
DTMF: Dual-Tone Multi-Frequency.

electronic communications: defined in 18 USC 2510 (12} to be “any
transfer of signs, signals, writing, images, sounds, data, or intelligence
of any nature transmitted in whole or in part by a wire, radio, electro-
magnetic, photoelectric, or photo-optical system.”

electronic messaging services: defined in CALEA Section 102 (4) to be
“software-based services that enable the sharing of data, images, sound,
writing, or other information among computing devices controlled by
the senders or recipients of the messages.”

electronic storage: defined in 18 USC 2510 (17) to be “(A) any tempo-
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rary, intermediate storage of a wire or electronic communication inci-
dental to the electronic transmission thereof; and (B) any storage of such
communication by an electronic communication service for purposes of
backup protection of such communication.”

electronic surveillance: the statutory-based legal authorization, process,
and associated technical capabilities and activities of LEAs related to
the interception of wire, oral, or electronic communications while in
transmission. As used herein, also includes the acquisition of call-iden-
tifying information. As vsed in this Standard, surveillance refers to a
single communication intercept, pen register, or trap and trace. Its usage
in this Standard does not include administrative subpoenas for obtaining
a subscriber’s toll records and information about a subscriber’s service
that an LEA may employ before the start of a communication intercept,
pen register, or trap and trace.

FG-D: Feature Group D.

functional entity: a system or subsystem capable of providing a defined
service. A functional entity may be implemented as a separate physical
entity or it may be incorporated with other functional entities in a com-
mon physical entity.

government: defined in CALEA Section 102 (5) to be “the government
of the United States and any agency or instrumentality thereof. the Dis-
trict of Columbia, any commonwealth, territory, or possession of the
United States, and any State or political subdivision thereof authorized
by law to conduct electronic surveillance.”

GSM: Global System for Mobile Communications, one of several wire-
less access methods.

handoff: in a wireless system, the switching of the transmission means
used by a call in progress without disruption of this call. Within this
Standard handoff is synonymous with handover.

HDLC: High-level Data Link Control.
HLR: Home Location Register.

Home Location Register (HLR): the location register to which a user
identity is associated with subscriber information (e.g. equipment iden-
tification, directory number, profile information, current Serving Sys-
tem, validation period). The HLR may serve more than one MSC. The
HLR may be distributed over more than one physical entity.

Home System: the TSP system where a subscriber’s subscription infor-
mation is retained.

Hz: Hertz or cycles per second.
IAP: Intercept Access Point.
IDIAP: Call-Identifying Information Intercept Access Point.

idle state: a state in which there is no active communication path be-
tween a subscriber and the network (e.g., while on-hook).

IN: intelligent network.

7 3 Definitions and Acronyms
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incomplete: a call attempt that cannot be routed to its destination (or an-
swered).

information service: defined in CALEA Section 102 (6) to be “(A) the
offering of a capability for generating, acquiring, storing, transforming,
processing, retrieving, utilizing, or making available information via
telecommunication; and (B) includes--(i) a service that permits a cus-
tomer to retrieve stored information from, or file information for storage
in, information storage facilities; (ii) electronic publishing; and (iii)
electronic messaging services; but (C) does not include any capability
for a [TSP’s] internal management, control, or operation of its telecom-
munication network.” see telecommunication service provider.

intercept: defined in 18 USC 2510 (4) to be “the aural or other acquisi-
tion of the content of any wire, electronic, or oral communication
through the use of any electronic, mechanical, or other device.”

Intercept Access Point (IAP): a point within a telecommunication sys-
tem where some of the communications or call-identifying information
of an intercept subject’s equipment, facilities and services are accessed.

intercept agent: see agent.

intercept subject: a telecommunication service subscriber whose com-
munications, call-identifying information, or both have been authorized
by a court to be intercepted and delivered to an LEA. The identification
of the subject is limited to identifiers used to access the particular equip-
ment, facility, or communication service (e.g., network address, termi-
nal identity, subscription identity).

IP: Internet Protocol.

ISDN: Integrated Services Digital Network.
ISLP: Inter-System Link Protocol.

ISUP: ISDN User Part.

ITU-T: International Telecommunications Union - Telecommunications
Standardization Sector (formerly CCITT).

kbps: kilobits (1000 bits) per second.

LAES: Lawfully Authorized Electronic Surveillance.
LAESP: LAES Protocol.

LAPB: Link Access Protocol—Balanced.

LAPD: Link Access Protocol—D-channel.

Law Enforcement Agency (LEA): a government entity with the legal
authority to conduct electronic surveillance.

LEA: Law Enforcement Agency.
LEAF: Law Enforcement Administration Function.

leg: a bi-directional call path is associated with each network facility us-
age attempt and subsequent usage.
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LPP: Lightweight Presentation Protocol.
MF: Multi-Frequency.

mobile station (MS): The MS is a telephone set using a radio link with
a public or non-public base station to access telephone network services.

Mobile Switching Center (MSC): The MSC is an automatic system
which constitutes the interface for user traffic between the wireless (cel-
lular or PCS) network and other public switched networks, or other
MSC:s in the same or other wireless networks.

MS: Mobile Station.

MSC: Mobile Switching Center.

MTP: Message Transfer Part.

NAMPS: Narrow AMPS, one of several wireless access methods.

network address: an address appropriate to a particular network, e.g., a
directory number for the PSTN, an X.121 address for an X.25 network,
or an IP address for the Internet.

off-hook: the state of a telephone instrument indicating a readiness for
service; the DC signaling of the readiness for service state.

on-hook: the state of a telephone instrument indicating a request for ser-
vice disconnect, release, or service idleness; the DC signaling for ser-
vice disconnect, release, or service idleness.

origin: see call-identifying information.
origination: an outgoing call attempt.

packet-mode: a communication where individual packets or virtual cir-
cuits of a communication within a physical circuit are switched or rout-
ed by the accessing telecommunication system. Each packet may take a
different route through the intervening network.

PACS: Personal Access Communications System, one of several wire-
less access methods.

PCM: puise code modulation.

PCS: Personal Communications Service.

PCS1900: one of several GSM-based wireless access methods.
PDIAP: Packet Data Intercept Access Point.

PDU: Protocol Data Unit.

pen register: defined in 18 USC 3127 (3) to be “a device which records
or decodes electronic or other impulses which identify the numbers di-
aled or otherwise transmitted on the telephone line to which such device
is attached, but such term does not include any device used by a provider
or customer of a wire or electronic communication service for billing,
or recording as an incident to billing, for communications services pro-
vided by such provider or any device used by a provider or customer of
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a wire communication service for cost accounting or other like purposes
in the ordinary course of its business.”

personal mobility: the ability of a user to access telecommunication ser-
vices at any terminal on the basis of a personal identifier, and the capa-
bility of the network to provide those services according to the user’s
service profile. Personal mobility involves the network capability to lo-
cate the terminal associated with the user for the purposes of addressing,
routing, and charging of the user’s calls.

POTS: Plain Old Telephone Service. This usually refers to loop start
lines with DTMF (tone) dialing or decadic (rotary) dialing.

PPP: Point-to-Point Protocol.

PRI: ISDN Primary Rate Interface consisting of twenty-three 64-kbps
B-channels and one 64-kbps D-channel.

PSTN: Public Switched Telephone Network.

pulse code modulation (PCM): a method for communicating audio in-
formation using a 56 or 64 kbps digital bit stream. In the United States
most PCM is encoded using the ptlaw rules.

Redirecting System: the TSP system where incoming calls bound to a
subscriber arrive for redirection instruction. This is called an Originat-
ing System in [S-41, although the calls may be originated on another
system.

recall: a previously answered cail or call attempt that alerts the control-
ling party.

registration: in wireless systems, the process that informs the Home
System of the location and presence of a mobile station.

release: to place facilities used for a connection in the idle state where
they can be used for other connections.

roaming: in a wireless system, the movement of a mobile station within
or between wireless service areas where the mobile station can be locat-
ed and can receive service.

Serving System: the TSP system currently providing telecommunica-
tion service to a subscriber, especially a roaming mobile subscriber.

short message service (SMS): a packet-mode data service, intended for
transmission of small data messages, for wireless subscribers.

SLIP: Serial Link Internet Protocol.

SMS: short message service.

SPAF: Service Provider Administration Function.

SSIAP: Serving Systemn Identification Intercept Access Point.
subject: see intercept subject.

surveillance: within this Standard surveillance refers to electronic sur-
veillance; see electronic surveillance.
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